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IT/Network Troubleshooting

_ .decimal System Status
@ Prior to beginning the network troubleshooting steps refer
to our status page to determine if there is a service
outage with any of the .decimal backend services.

As the software provided by .decimal requires access to the internet to place orders, the proper
functioning of our software can be affected by the local network within which the software is installed.
Since each customer facility implements their own unique security, firewall, and networking policies we
cannot guarantee support for all configurations. Therefore, this guide was created to provide general
troubleshooting steps to help our customers and their IT departments ensure they are not blocking or
interfering with .decimal software and the HTTPS requests to .decimal's servers that are required to
install, authenticate, and place device orders.

Traffic Architecture

.decimal's applications communicate via HTTPS to our server resources. The diagram below
demonstrates how our HTTPS traffic flows through each piece of infrastructure and identifies common
failure points:
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Notes

o .decimal client software is provided by .decimal and installed on your network computers.

a The customer's local PC in which the .decimal client software iz installed. This may include local
Antivirus or software firewalls that can hinder and impede _decimal software and traffic if not
configured correctly.

9 The customer's unigue security and firewall configuration. This may include any number of network
firewalls, web security appliances, proxies, etc. .decimal client software traffic passes through your
facilities IT security devices, which can impede and hinder that HTTPS communication. Each device
within your facility's network security suite that .decimal's trafiic flows through should have an
exception for each required .decimal url/port.

o .decimal HTTPS traffic can have multiple desiinations depending on the software being installed.
Refer to the software's Metwork and System Requirements document provided by decimal Staff. Ata
minimum the URL direct.dotdecimal.com (64.128.252_104) port 443 is always used.

e .decimal’s internet firewall. We do not blacklist or filter our own HTTPS fraffic.

e .decimals server infrastructure within our network. Our servers accept your HTTPS fraffic as received
from .decimal's client software after it exits your network security devices.

Common Issues and Resolutions

1. Blocking or filtering the required .decimal urls or ports:
o .decimal applications require specific urls(or IPs) and ports to be unblocked and unimpeded
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in order to authenticate and place orders to .decimal's servers. Refer to the System and
Network Requirements document provided by .decimal staff. At a minimum the url
direct.dotdecimal.com (64.128.252.104) port 443 is always used. You may also refer to the
.decimal client app network requirements for each application's latest network requirements
(please ensure you have the correct application and app version).
* Note: If using p.d 5.3 you'll also need to ensure update.dotdecimal.com
(65.128.252.105) port 443 is also fully accessible.
2. Proxies / Web Security Appliance (WSA):

o Some WSAs will attempt to decrypt and inspect our HTTPS traffic. Some customers have
needed to include an exception in this network security device as this can impact and cause
our encrypted and authenticated HTTPS traffic to encounter errors while in transit between
the client software installed at the clinical facility and .decimal's servers. WSAs can lead to
errors such as:

= Errors Include: “Request failed..” or “SSL handshake failed” or “SSL
connect error” or “Could not connect to login server”
= Common Required SSL Exemptions include (refer to the App Specific Network
Requirements for detailed list):
e dotdecimal.com
e auth0. com (for users using the decimal Launcher)

o .decimal software requires verbose SSL client to server verification of the encrypted HTTPS
traffic. As such, any WSAs may cause .decimal client software to fail the SSL verification if the
HTTPS traffic is intercepted by a WSA. This can lead the client or server software to assume a
'‘Man in the Middle' attack.

3. Users not receiving decimal Direct email invites:
o Refer to the decimal Direct Site Management Troubleshooting guide.

Troubleshooting Steps
The following steps may help when troubleshooting network security and IT issues for your facility.

1. Compatibility Checker

Running the compatibility checker will ensure that all required .decimal IP addresses and ports are not
being blocked.

Download the Compatibility Checker by logging in to decimal Direct with your .decimal account
credentials.

~ . Note:
@ The Compatibility Checker only ensures that the primary .decimal IPs and ports are
not being completely blocked or blacklisted. Additional network security devices
may impede or be filtering the HTTPS traffic. If .decimal software continues to
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encounter problems, please ensure other network security appliances and devices
are not filtering or impeding .decimal's HTTPS traffic.

@ Please refer to Proxies / Web Security Appliance (WSA) for further details.
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0 Check decimal Direct URL [direct.dotdecimal.com Port 443] . eC] o

0 Check decimal Update URL [update.dotdecimal.com Port 443] (p.d 5.3 only)

0 Check decimal Direct APl access

Advanced Tests:
e ﬂ Legacy Login Test

.decimal LLC
121 Central Park P, Sanford, FL 3277
v1.2.0, Phone: 1.800.255.1613, E-Mail. customersupport@dotdecimal.com

Notes

Connectivity Tests
The connectivity tests will test each of the following:

1. Direct URL (https:/idirect. dotdecimal com): Test access to the decimal Direct site.
2. Update URL (hitps:fupdate dotdecimal.com): Test access to the decimal Update server for
installing and updating p.d 5.3.
o This test is required for p.d 3.3 only. Other software and versions of p.d can ignore the
results of this test.
3. Direct API (https-/idirect dotdecimal.com/fapi): Test access and trafiic to the decimal Direct
AP

I any test abowve fails, then a required URL/Port is being blocked. Refer to the System and Network
Requirements document provided by _decimal staff. You may also refer to the .decimal client app
network requirements for each application’s latest network requirements (please ensure you have the
correct application and app version). For failing tests. the "Error Info” link will provide details about
why the test failed.

Test Limitations: Connectivity tests attempt to replicate the HTTPS fraffic and connectivity to
.decimal remote resources that client decimal applications will need to function. If security
software/hardware further limit traffic based on software or implement other access rules, the
compatibility checker may still show passing tests even though the .decimal client software
encounters issues.

Flease refer to Proxies / Web Security Appliance (WSA) for further details.

e Advanced Tests

1. Legacy Login Test

o This test allows users of p.d 5.3 to further diagnose network or login issues to .decimal
SeIVErs.

o Users using this test must have a 'Legacy’ username that is MOT an email
address. Users of the decimal Launcher and .decimal applications installed by the
Launcher (e.g.- p.d 5.4, eRT, Bolus Designer, etc) will be unable to use this test.

o This test simulates a p.d 5.3 login to the Direct APl and will use the resulting login
token to attempt and execute a HTTPS GET request to get the logged in user
information.
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If any of the above tests fail, then a required URL/Port is being blocked. Refer to the System and Network
Requirements document provided by .decimal staff. You may also refer to the .decimal client app
network requirements for each application's latest network requirements (please ensure you have the
correct application and app version).

2. Guest/Unrestricted Network

This option is advised if your network IT has whitelisted and unblocked .decimal's urls and ports (as
evidenced by a successful Compatibility Checker run), but you still encounter issues using .decimal's
software and communicating to .decimal's servers.

1. Attempt to download and install the .decimal client software on a device (e.g.: a laptop) not
connected to your main cooperate network (e.g.: a guest WiFi network or smart phone hotspot)
that has absolutely zero security or firewall blocking, filtering, or packet inspection.

2. Attempt to login to the .decimal client software

3. Confirm you are able to download, install, login, and use the .decimal software on an unrestricted
device on an unrestricted internet connection. This ensures no security, firewall, or packet
inspection security policies are interfering with your HTTPS connection and traffic to .decimal
servers.

1. Conclusion: If Step #3 passes, then there is still security policies in place on your main
facility network impeding .decimal HTTPS traffic. We recommend disabling each network
security device one by one until the .decimal client software operates normally. Then
consider allowing an exception only on the offending network security devices impeding
.decimal's HTTPS traffic.

App Specific Network Requirements

The below table provides the location for the network requirements for each of the .decimal client side
applications. Please ensure you have the correct application and app version when looking up the
network requirements below.

Application Version INetwork Requirements Document

decimal Launcher|All decimal Launcher Network Requirements

0.d 52653 Contact .decimal Customer Support (customersupport@dotdecimal.com or
1-800-255-1613)

p.d 54 p.d 5.4 Network Requirements

decimal3D All decimal3D Network Requirements

decimal eRT All decimal eRT Network Requirements
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